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Devious Attacks Disguised  
in Small Packages
G Suite is simplifying business communication and 

collaboration across the globe, but Gmail continues to 

lure relentless global cyberattacks — overwhelmingly 

delivered by phishing emails that sneak past defenses 

to land in user inboxes. 

Customers who believe that traditional email filters 

and rules protect them from phish often learn the 

hard way that this isn’t true. Unlike email threats such 

as spam and viruses, phish are engineered to present 

a low-volume attack profile that doesn’t appear on 

even the best email filter’s “radar.” 

This white paper explores how lethal phishing attacks 

still evade Gmail security defenses, examples of 

phish that Area 1 ‘caught’ for Gmail customers, and 

advanced techniques to enhance Gmail security — a 

Gartner-recommended cloud email security approach 

that Area 1 provides.

CLOSING THE GMAIL 
PHISHING GAP   

Gmail includes robust email security features to 

detect and quarantine high volume, spam/bulk email. 

However, targeted phishing attacks can evade these 

defenses — and even Gmail accounts with two-

factor authentication are no longer safe. This 

is why Gartner recommends protecting against 

phishing attacks by means of a specific, technology-
based anti-phishing service such as Area 1 Security.

These threats, and countless others, prove that 

closing the phishing gap in Gmail demands a deeper 

understanding of the nature of phishing itself — 

combined with the ability to integrate into, and 

reinforce Gmail’s protections. 

The Area 1 Horizon anti-phishing service deploys 

and integrates in less than an hour with Gmail 

to seal its protection profile with a preemptive, 

comprehensive, and accountable defense from 

socially engineered phish. The anti-phishing 

capabilities of Area 1 Security fit tightly with the email 

security features included in Gmail, including anti-

spam, DLP, and encryption to provide total, seamless 

email security against phishing attacks. And with our 

pay-for-performance service, you only pay for phish 

we catch.
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The Area 1 service scans inbound emails to 

detect and block phishing emails before they’re 

delivered to Gmail inboxes. The service uses 

early visibility into phishing infrastructure 

and payloads, plus advanced email analysis 

techniques and proprietary machine learning 

algorithms, to add a critical layer of security that 

effectively protects recipients from phishing 

attacks. 

Area 1’s customers deploy our anti-phishing 
service to catch the phish that Gmail misses.

Here are a few examples of phishing emails 
that were caught by Area 1:

Financing leader LendingHome is highly concerned about email vulnerability to phishing attacks, 

particularly Business Email Compromise. LendingHome started with using Google’s Gmail system alone, 

believing that email’s spam filter and rules would catch phishing emails in addition to spam. But that was 

far from true. Even the best spam filter is not engineered to recognize highly targeted phishing emails. 

The company ultimately decided to augment their efforts with Area 1 Security, to keep phishing emails 

from arriving in employees’ inboxes. 

View the case study here.
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Dropbox Phish

“Preview” and “Download” URLs redirect to a Microsoft Credential Harvester:
https://app-1526832143.000webhostapp[.]com/outlook/index.php

In the first case, the customer received an email that 

looked like a Dropbox notification requesting that the 

recipient click a link to download a file. When the link 

is clicked, a fake login page opens that is actually a 

credential harvesting site. The Area 1 Horizon service 

uses innovative analysis techniques, in this case, a 

technique that recognizes when links and sending domains 

not associated with common brands are present in an 

email.  As a result, the service can detect brand imposter 

phishing emails and block them before the email reaches 

the intended victim’s inbox. 

Phishing Email:  
Brand Impersonation Detection

Example #1: Dropbox Phish



5 / GMAIL ANTI-PHISHING WHITE PAPER  / AREA1SECURITY.COM  

Marketing Response Phish
Attached word document “request.doc” contains an 
obfuscated VBA script making PowerShell calls

In this incident, an Area 1 customer received what looked 

to be a legitimate email response from a sales prospect. 

The response appeared to be authentic, including the 

original email and requested the customer open an 

attached document. Using proprietary machine learning 

file analysis, the Area 1 Horizon service detected 

malicious VBscript in the file attachment and prevented 

delivery of the phish to the customer’s inbox and malware 

from downloading to her computer.

Phishing Email:  
Malicious File Attachment Detection

Example #2: Marketing Response Phish
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Example #3: Business Email Compromise 

In another example, an Area 1 Finance Manager received 

an email request that appeared to be from our VP of 

Engineering, requesting a change to his direct deposit 

account information. This simple message, with no links 

or attachments, was analyzed by the Area 1 service and 

judged to be a Business Email Compromise (BEC) attack.

BEC attacks are socially engineered to trick their victims 

into taking digital or physical action. The absence of 

URLs and attachments makes it difficult for traditional 

detection engines, including Gmail,  to recognize that 

that the email is malicious. It looks like any other normal 

business message. 

To detect BEC attacks, most defenses, including Gmail,  use 

email authentication — SPF, DKIM, and DMARC checks — 

to validate the sender. Unfortunately, these checks are 

not effective. In many cases, domain registration records 

for legitimate domains aren’t complete or kept up-to-

date. Also, hackers can easily register a lookalike or typo 

squatted domain and properly configure SPF, DKIM, and 

DMARC to pass recipient email authentication checks. 

Hackers also compromise reputable sites to send BEC that 

will  pass sender validation checks. And most simply, they 

merely create spoofed accounts with public email services 

such as Yahoo or AOL that pass sender validation. As a 

result, email authentication alone can’t be relied on to 

validate that a sender is who they claim to be. 

In the case of the direct deposit email request 

referenced below, the detection results indicate that 

email authentication is not configured for the sending 

domain, so the sender validation check is inconclusive. A 

Global DMARC Adoption 2019 report indicates that over 

80% of domains aren’t configured with DMARC email 

authentication policies. That means that using email 

authentication checks to validate the sender is useless for 

email originating from 80% of domains.

To detect BEC and other imposter emails, Area 1 uses 

sophisticated matching models, such as checking that 

messages appearing to be from an internal executive 

actually originate from known sending domains. By 

analyzing subject and content language and sentiment, 

and using advanced sender validation techniques, we’re 

able to effectively detect BEC phish that Gmail and other 

traditional defenses miss, and therefore prevent delivery 

of imposter email,  such as the email above, to employee 

inboxes.

Phishing Email:  
BEC (CEO Fraud)
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MANAGE GMAIL RISK TO 
ENABLE DIGITAL BUSINESS 

In June 2019, Gartner published a new Market Guide 

for Email Security (Gartner Doc ID: G00400856), 

acknowledging that modern phishing attacks still 

slip through cloud email suites’ native capabilities. 

The guide outlined recommendations for enterprise 

organizations rethinking their existing email security 

architectures, as part of the rapid and ongoing 

transition to Cloud email. 

Area 1 offers a Gartner-recommended approach to 

email security that enhances protection against both 

commodity and advanced phishing attacks such as 

BEC phish, Credential Harvesters, malware and more.

Area 1 is the only security provider that continuously 

hunts for phishing campaigns and infrastructure s 

they’re established by threat actors, using high-speed 

web crawling and big data analytics to proactively 

discover malicious sites and payloads an average of 

24 days ahead of industry benchmarks. The service 

uses that early threat insight, plus advanced email 

analysis techniques and proprietary machine learning 

algorithms, to detect phishing email and protect 

customer inboxes from targeted phishing attacks. 

The Area 1 service is also easily configurable in 

multiple ways to fit a specific email environment 

and adds a critical layer of protection to Gmail 

deployments. While Gmail can detect and quarantine 

high-volume spam and known email threats, only 

Area 1’s preemptive approach detects and helps block 

the low and slow targeted phishing attacks that Gmail 

protections miss.

Use Case Cloud Provider Area 1 Legacy Secure 
Email Gateway

Inbound SMPT 
G/W

Yes 
(Can be MX)

Yes 
(Can be MX)

Redundant

Email Hygeine 
(AS, AV)

Yes Yes Redundant

Anti-Phishing Limited Yes Limited 
Redundant

Advanced 
Threat Defense

Limited Yes Limited 
Redundant

Multi-mode 
protection

Limited Yes Limited

On-demand 
cloud scale

Yes  
(Cloud-first)

Yes 
(Cloud-first)

No 
(Box-First)

Many enterprises initially attempt to shore up their 

Gmail deployments with secure email gateways 

(SEGs). While these SEGs have a long legacy behind 

them, they still allow phishing emails to keep 

breaching customers. 

The single most powerful reason that SEG defenses 

miss phish is that they lack insight into early-phase 

phishing campaigns. They are not preemptive. Most 

SEG vendors collect threat data from multiple sources, 

but all data is collected from active campaigns  — 

which means after phishing sites are already launched 

and attacking victims. 

Additionally, many SEGs that supposedly offer 

advanced threat protection services to protect against 

unknown threats rely on dynamic sandbox analysis 

of attachments/files and time of click URL analysis 

to detect new outbreaks. These expensive add-on 

services are easily evaded, still miss targeted phish, 

and their techniques delay mail delivery, causing end-

user dissatisfaction and loss of business productivity.
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HOW IT WORKS: AREA 1 TECHNOLOGY UNDER THE HOOD  

Every attack has a launch point, whether that’s an email address, IP address, URL, or domain. Using a 
combination of high-speed web crawling and small-pattern analytics, Area 1 Security preemptively identifies 
campaign events and discovers their launch points in advance of the campaign going active. Combining that 
with deep contextual analysis of a target’s live email, web, or network traffic allows us to detect and block 
targeted phishing comprehensively, before the attack can cause damage.

ActiveSensors™ 
ActiveSensors discover emergent campaign infrastructure and aggregate attack data from relay points that 
actors are using to launch their threat campaigns. Our ability to crawl the web at massive scale is unique, 
looking at every web page, URL, domain, and IP address to find tell-tale emergent patterns. Just as Google 
indexes the web for commerce and content, we index the entire web— 8+ billion pages and 220 million TLDs 
every two weeks, on average.. That’s the most comprehensive web-crawling capability focused on uncovering 
threats ever built, offering wide coverage and deep context.   

• High-speed phish indexing through massive scale web crawling; continuous full web sweeps

• Actor infrastructure monitoring, infrastructure clustering and correlation

• Live attack flow analysis, delivery mechanisms, campaign discovery, and real-time data exfiltration

• Dynamic frontier management for deep and wide link traversals; along with ad hoc frontier variations

• User and target impersonation-based crawls

• Payload analysis, in-the-wild sandboxing, content detonation, and reconstruction

SPARSE™  Small Pattern Analytics Engine
Phishing makes up approximately 0.1 to 1 percent of an organization’s traffic, but causes nearly 100 percent 
of the damage. In order to ferret out these low volume/high damage attacks, Area 1 Security created a 
small pattern analytics engine that crawls the entire web, passing it through various models and analytics to 
identify phishing attack infrastructure. SPARSE understands the patterns of attack formation, finding those 
threats within the datasets generated by the ActiveSensors network. 

• Massive Dataset: 8+ PB attack data warehouse, including 500 Billion attack metadata records -  
the largest such dataset in the industry.

• Model Diversity: The broadest set of AI and Machine Learning models, including Computer Vision, NLP, 
Intent Analysis, Human Impersonation, Content Sandboxing and Deconstruction, and Neural Network 
techniques.

• Computational Scoring: Proprietary algorithms for attack correlation and emergent campaign 
identifications, along with continuous learning and scoring across 100+ data models.

 Area 1’s proactive monitoring and analysis generates and continuously refreshes the largest attack data 

warehouse in the industry. This resource enables continuous update and enhancement of our machine 

learning phishing detection models as threat actor patterns of activity evolve, and delivers best in class 

detection of phishing attacks.
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AUGMENT AND HARDEN GMAIL 
SECURITY FOR SEAMLESS 
ANTI-PHISHING PROTECTION 

Effective protection from modern phishing attacks 

requires a new approach to cybersecurity. Threat 

actors use the element of surprise to their advantage 

by continually evolving the phishing payloads, 

websites, and techniques that they use to execute 

attacks. Most security defenses, including Gmail, 

are backward-looking. They rely on knowledge of 

yesterday’s active attack characteristics to detect the 

next attack, so they can’t defend against modern 

attacks that are continually evolving. 

The results from reviewing Area 1 detection data are 

clear. While Gmail can detect and quarantine high-

volume spam and known email threats, only Area 1’s 

preemptive approach detects and helps block the 

“low and slow” targeted phishing attacks that Gmail 

protections miss.

Area 1 proactively monitors and analyzes threat 

actor activity and discovers phishing campaigns and 

infrastructure that are under construction. The service 

dynamically analyzes suspicious web pages and 

payloads. And it continuously updates email analysis 

and threat detection models as bad-actor tactics 

evolve. This preemptive approach to phishing defense 

reduces the risk of cyber breach, financial loss, data 

theft, brand damage and saves security teams from 

thousands of hours of incident response work. 

Phish are bypassing your Gmail email security 

defenses. Area 1 can help. For more  

information or to schedule a demo, visit  

https://area1security.com/overview/demo-request/.

Area 1 Horizon  
Anti-Phishing Service 
Your Cloud Email 
Security Partner

BEST-IN-CLASS ATTACK PREVENTION 

Phishing, Targeted Attacks, BEC, Ransomware, 

Spam, Virus, Backscatter attacks, etc.

QUICK VISIBILITY & DEEP CONTEXT 

Rapid-scale message tracing & detections 

search; industry’s fastest indexing and 

retrieval rate

OPERATIONAL SIMPLICITY & CLOUD NATIVE 

Cloud-first, API-first architecture with deep 

hooks into existing operational tools & 

playbooks

ENTERPRISE-GRADE EMAIL HYGIENE 

Enforce Inbound TLS, Email Authentication, 

and Partner communications policies

MULTI-MODE DEPLOYMENTS 

Flexibility for inline, out-of-band, and API 

/ Connector for internal & inbox-based 

protections

HIGH SCALE CLOUD MTA 

On-demand scalability with the highest  

levels of service assurances & adaptive 

message pooling
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About Area 1 Security
Area 1 Security offers the only pay-for-performance solution in the cybersecurity industry - 

and the only technology that comprehensively blocks phishing attacks before they damage 

your business. Phishing is the root cause of 95 percent of security breaches, according  

to Gartner.

Area 1 Security works with some of the most sophisticated organizations in the world, 

including Fortune 500 banks, insurance companies, and healthcare providers to preempt  

and stop targeted phishing attacks at the outset, improve their cybersecurity posture and 

change outcomes.

Learn more at www.area1security.com, join the conversation at @area1security,  

or subscribe to Phish of the Week for the latest industry news and insights on how  

to deal with phishing.


