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AREA 1 SECURITY 
POSTDELIVERY  
PROTECTION AND M-SOAR
Detection and Response Capabilities  
Within and Beyond the Inbox

Missed detections combined with security awareness training have 
resulted in phishing emails landing in inboxes and increasing end user 
reported phish. This leads to what Gartner describes as “the challenge 
of security analysts spending a significant part of their time on 
phishing investigation and response.” To address this problem, Gartner 
recommends investing in email security solutions that include detection 
and response capabilities. 

Area 1 Security’s Horizon platform includes postdelivery protection 
and mail security orchestration, automation and response (M-SOAR) 
through our Autonomous Phish SOC solution. Our end-to-end 
detection-to-response solution decreases your SOC’s incident triage 
time by more than 90%, improving response times and the security 
posture of your organization. Message retraction, along with easy 
integration with SIEM and SOAR partners, protects end users from 
email, web and social media-based phishing threats.  



©2020 / POST DELIVERY PROTECTION & M-SOAR DATASHEET / AREA1SECURITY.COM 

Area 1 Security’s cloud-native platform, Area 1 Horizon, provides both preemptive 
and postdelivery protection against a wide variety of threats including phishing, 

business email compromise (BEC) and advanced targeted threats. 

Postdelivery Protection and M-SOAR — Features & Benefits

• Protect Against Threats in the Inbox  
Through our advanced AI and machine learning techniques, in-the-wild large-scale phish indexing with 
ActiveSensors™ and other proprietary technologies, we’re able to protect organizations against email, web and 
social media-based threats sitting inside the inbox. 

IMPROVED IMPROVED 
RESPONSE TIMESRESPONSE TIMES 

 
Area 1 Security’s simple-to-use yet 
powerful M-SOAR capabilities and 

enriched forensics accelerate triage, 
investigation and incident response. 

• Automated Detection and Triage 
To expedite SOC investigations, Area 1 Security also includes 
capabilities to automate routine SOC tasks such as automated 
detection pulls, searches and triage. These features, along with 
our prepackaged, multi-level forensics, allow security teams to 
easily prioritize tasks that require human oversight.  
 

• Fast and Simple Integration with SIEM and SOAR Platforms  
While Area 1 Security’s built-in remediation via Message 
Retraction removes threats from inboxes, our simple 
integration with other SIEM and SOAR solutions allow for fully 
customized response playbooks. Easily coordinate alerting and 
response workflows across your entire security ecosystem 
including endpoint, identity and network security solutions. 

• Native Postdelivery Protection 
While we’re known for industry-
leading preemptive protection 
against phishing and targeted 
attacks, the Area 1 Horizon 
platform also includes built-in 
Message Retraction to protect 
users from threats that reach the 
inbox. Combined with our auto-
retraction policy, security teams 
can easily automate the removal of 
malicious messages from all inboxes. 
This feature allows threats to be 
neutralized even when the Area 
1 solution is deployed in BCC or 
journaling mode. Message Retraction provides targeted or automated 

remediation based on customer policies. 

Our solution 
has been 
demonstrated 
to decrease decrease 
SOCSOC triage triage 
timestimes byby 9090%%..  

90%—
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Based on Gartner’s recommendations, our proven efficacy on stopping difficult-to-
detection phishing threats, both preemptively and post delivery, plus extensive M-SOAR 
capabilities, makes Area 1 Security an attractive alternative to full-featured SOARs 
without compromising security. 

For more details on our postdelivery and M-SOAR capabilities,  
download Area 1’s Autonomous Phish SOC Solution Brief.  

https://www.area1security.com/resources/autonomous-phish-soc-solution-brief/
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About Area 1 Security
Area 1 Security is the only company that preemptively stops Business Email Compromise,  

malware, ransomware and targeted phishing attacks. By focusing on the earliest stages of an  

attack, Area 1 stops phish — the root cause of 95 percent of breaches — 24 days (on average)  

before they launch. Area 1 also offers the cybersecurity industry’s first and only performance-based 

pricing model, Pay-per-Phish.

Area 1 is trusted by Fortune 500 enterprises across financial services, healthcare, critical infrastructure 

and other industries, to preempt targeted phishing attacks, improve their cybersecurity posture, and 

change outcomes.

Area 1 is cloud-native, a Certified Microsoft Partner, and Google Cloud Technology Partner  

of the Year for Security. To learn more, visit www.area1security.com, follow us on LinkedIn, or  

subscribe to the Phish of the Week newsletter.

http://www.area1security.com
https://www.linkedin.com/company/area-1-security/
https://www.area1security.com/newsletter-phish-of-the-week/

